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agency that is authorized to obtain 
criminal history record information by 
a federal statute, federal executive 
order or a state statute that has been 
approved by the United States Attor-
ney General; and 

(2) To a private contractor, or other 
nongovernmental entity or organiza-
tion, pursuant to a contractual agree-
ment under which the entity or organi-
zation performs activities or functions 
for a governmental agency authorized 
to obtain criminal history record infor-
mation as identified in paragraph (a)(1) 
of this section or for a nongovern-
mental entity authorized to obtain 
such information by federal statute or 
executive order. 

(b) Criminal history record informa-
tion provided in response to finger-
print-based III System record requests 
initiated by authorized governmental 
agencies or nongovernmental entities 
for noncriminal justice purposes may 
be made available to contracting agen-
cies or organizations manually or elec-
tronically for such authorized pur-
poses. Such contractors, agencies, or 
organizations shall not be permitted to 
have direct access to the III System by 
computer terminal or other automated 
means which would enable them to ini-
tiate record requests, provided how-
ever, the foregoing restriction shall not 
apply with respect to: (1) Persons, 
agencies, or organizations that may 
enter into contracts with the FBI or 
State criminal history record reposi-
tories for the performance of author-
ized functions requiring direct access 
to criminal history record information; 
and (2) any direct access to records 
covered by 42 U.S.C. 14614(b). 

(c) The contracts or agreements au-
thorized by paragraphs (a)(1) and (a)(2) 
of this section shall specifically de-
scribe the purposes for which criminal 
history record information may be 
made available to the contractor and 
shall incorporate by reference a secu-
rity and management control outsourc-
ing standard approved by the Compact 
Council after consultation with the 
United States Attorney General. The 
security and management control out-
sourcing standard shall specifically au-
thorize access to criminal history 
record information; limit the use of the 
information to the purposes for which 

it is provided; prohibit retention and/or 
dissemination of the information ex-
cept as specifically authorized in the 
security and management control out-
sourcing standard; ensure the security 
and confidentiality of the information; 
provide for audits and sanctions; pro-
vide conditions for termination of the 
contractual agreement; and contain 
such other provisions as the Compact 
Council, after consultation with the 
United States Attorney General, may 
require. 

(d) The exchange of criminal history 
record information with an authorized 
governmental or nongovernmental en-
tity or contractor pursuant to this part 
is subject to cancellation for use, re-
tention or dissemination of the infor-
mation in violation of federal statute, 
regulation or executive order, or rule, 
procedure or standard established by 
the Compact Council in consultation 
with the United States Attorney Gen-
eral. 

PART 907—COMPACT COUNCIL 
PROCEDURES FOR COMPLIANT 
CONDUCT AND RESPONSIBLE 
USE OF THE INTERSTATE IDENTI-
FICATION INDEX (III) SYSTEM FOR 
NONCRIMINAL JUSTICE PUR-
POSES 
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AUTHORITY: 42 U.S.C. 14616. 

SOURCE: 70 FR 69898, Nov. 18, 2005, unless 
otherwise noted. 

§ 907.1 Purpose and authority. 

Part 907 establishes policies and pro-
cedures to ensure that use of the III 
System for noncriminal justice pur-
poses complies with the National 
Crime Prevention and Privacy Com-
pact (Compact) and with rules, stand-
ards, and procedures established by the 
Compact Council regarding application 
and response procedures, record dis-
semination and use, response times, 
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data quality, system security, accu-
racy, privacy protection, and other as-
pects of III System operation for non-
criminal justice purposes. The rule is 
established pursuant to Article VI of 
the Compact, which authorizes the 
Compact Council to promulgate rules, 
procedures, and standards governing 
the use of the III System for non-
criminal justice purposes. The rule re-
quires responsible authorized access to 
the System and proper use of records 
that are obtained from the System. 
The rule provides comprehensive proce-
dures for a coordinated compliance ef-
fort among the Compact Council, the 
FBI, and local, State and Federal gov-
ernment agencies, and encourages the 
cooperation of all affected parties. 

§ 907.2 Applicability. 
This rule applies to III System access 

for noncriminal justice purposes as 
covered by the Compact, see 42 U.S.C. 
14614 and 14616, and use of information 
obtained by means of the System for 
such purposes. The rule establishes 
procedures for ensuring that the FBI’s 
and Compact Party States’ criminal 
history record repositories carry out 
their responsibilities under the Com-
pact, as set out in the National Finger-
print File (NFF) Qualification Require-
ments, and that local, State and Fed-
eral government agencies using the III 
System for noncriminal justice pur-
poses comply with the Compact and 
with applicable Compact Council rules. 

§ 907.3 Assessing compliance. 
(a) The FBI CJIS Division staff regu-

larly conducts systematic compliance 
reviews of state repositories. These re-
views may include, as necessary, re-
views of III System user agencies, in-
cluding governmental and nongovern-
mental noncriminal justice entities 
that submit fingerprints to the State 
repositories and criminal justice and 
noncriminal justice agencies with di-
rect access to the III System. These re-
views may include, as necessary, the 
governmental and nongovernmental 
noncriminal justice entities authorized 
to submit fingerprints directly to the 
FBI. The reviews may consist of sys-
tematic analyses and evaluations, in-
cluding on-site investigations, and 
shall be as comprehensive as necessary 

to adequately ensure compliance with 
the Compact and Compact Council 
rules. Violations may also be reported 
or detected independently of a review. 

(b) The FBI CJIS Division staff or the 
audit team established to review the 
FBI’s noncriminal justice use of the III 
System shall prepare a draft report de-
scribing the nature and results of each 
review and set out all findings of com-
pliance and noncompliance, including 
any reasons for noncompliance and the 
circumstances surrounding the non-
compliance. If the agency under review 
is the FBI or another Federal agency, 
the draft report shall be forwarded to 
the FBI Compact Officer. If the agency 
under review is a State or local agency 
in a Party State, the draft report shall 
be forwarded to the State Compact Of-
ficer. If the agency under review is a 
State or local agency in a Nonparty 
State, the draft report shall be for-
warded to the chief administrator of 
the State repository. 

(c) The Compact Officer of the FBI or 
a Party State or the chief adminis-
trator of the State repository in a 
Nonparty State shall be afforded the 
opportunity to forward comments and 
supporting materials to the FBI CJIS 
Division staff or to the audit team. 

(d) The FBI CJIS Division staff or the 
audit team shall review any comments 
and materials received and shall incor-
porate applicable revisions into a final 
report. The final report shall be pro-
vided to the Compact Officer of the FBI 
or a Party State or the chief adminis-
trator of the State repository in a 
Nonparty State to whom the draft re-
port was sent. If the agency under re-
view is a State or local agency, a copy 
of the report shall be provided to the 
FBI Compact Officer. If the agency 
under review is being reviewed for the 
first time, the letter transmitting the 
report shall provide that sanctions will 
not be imposed regarding any defi-
ciencies set out in the report. The let-
ter shall also advise, however, that the 
deficiencies must be remedied and fail-
ure to do so before the agency is re-
viewed again will result in the initi-
ation of remedial action pursuant to 
§ 907.4. 
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